
Tipping Money Compliance and User 
Verification Policy

This policy document sets out the comprehensive compliance and user verification framework 

adopted by Tipping Money (Pty) Ltd in fulfilment of its obligations under South African law and 

applicable international standards. It governs all processes related to Anti-Money Laundering 

(AML), Combating the Financing of Terrorism (CFT), Financial Intelligence Centre Act (FICA) 

compliance, the Protection of Personal Information Act (POPIA), and the Risk Management and 

Compliance Programme (RMCP). All staff, agents, and operational units are required to adhere to 

the standards contained herein.
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1. Introduction

Tipping Money (Pty) Ltd ("the Company") is committed to operating a fully compliant, transparent, 

and ethically governed payment and tipping platform. As an accountable institution subject to the 

Financial Intelligence Centre Act 38 of 2001 (FICA), the Company recognises its legal and regulatory 

obligations to implement robust controls that prevent financial crime, protect customer data, and 

mitigate institutional risk.

This policy forms the cornerstone of the Company's Risk Management and Compliance Programme 

(RMCP) and reflects a risk-based approach to compliance, as mandated by the Financial Intelligence 

Centre (FIC) and aligned with the Financial Action Task Force (FATF) recommendations adopted by 

South Africa. It establishes the minimum standards applicable to customer onboarding, identity 

verification, transaction monitoring, sanctions screening, and suspicious activity reporting.

Policy Purpose

To provide a structured, enforceable 

compliance framework that governs all user-

facing and operational processes of Tipping 

Money (Pty) Ltd.

Scope of Application

All registered and prospective users

All employees and contracted agents

All payment and tipping transactions 

processed via the platform

All third-party service providers engaged 

in compliance functions



2. Regulatory Framework

The Company's compliance architecture is anchored in South African legislation and 

supplemented by internationally recognised AML/CFT standards. The following regulatory 

instruments are directly applicable to the operations of Tipping Money (Pty) Ltd.

FICA — Financial 
Intelligence Centre 
Act 38 of 2001

FICA designates Tipping 

Money (Pty) Ltd as an 

accountable institution. 

This imposes obligations 

to conduct Customer 

Due Diligence (CDD), 

maintain adequate 

records for a minimum 

of five years, and report 

suspicious and unusual 

transactions to the 

Financial Intelligence 

Centre (FIC). The 

Company must 

implement a formal 

RMCP and appoint a 

designated Compliance 

Officer responsible for 

FIC reporting and 

internal oversight.

AML/CFT — Anti-
Money Laundering 
and Combating the 
Financing of 
Terrorism

In alignment with FATF 

Recommendations and 

the FIC Act, the Company 

applies a risk-based 

approach to detecting, 

preventing, and reporting 

money laundering and 

terrorist financing. This 

includes layered 

transaction monitoring, 

customer risk profiling, 

Enhanced Due Diligence 

(EDD) for high-risk 

customers, and 

mandatory Suspicious 

Transaction Reports 

(STRs) and Cash 

Threshold Reports (CTRs) 

to the FIC.

POPIA — Protection 
of Personal 
Information Act 4 of 
2013

All personal information 

collected during 

onboarding and 

verification is processed 

in accordance with 

POPIA's eight conditions 

for lawful processing. 

Data is collected for a 

specific, defined 

purpose; retained only as 

long as necessary; stored 

securely using 

encryption and access 

controls; and is never 

shared with unauthorised 

third parties. Users retain 

the right to access, 

correct, and request 

deletion of their personal 

data, subject to 

overriding legal retention 

requirements under 

FICA.



3. Know Your Customer (KYC) Process

The Company's KYC process is designed to verify the identity of all users prior to granting full 

platform access. This process is a mandatory regulatory requirement under FICA and forms the 

foundation of the Company's RMCP. No user may conduct transactions above prescribed 

thresholds without successfully completing the KYC process.

Risk Review
Biometric 

Check
Submit DocsRegister

The KYC process is initiated upon user registration and must be completed before transaction 

limits are elevated. Incomplete KYC results in restricted account status until all required 

documentation and verifications are successfully concluded.

Required Data — Individuals

Full legal name as per identity document

South African ID number or passport 

number

Date of birth

Residential address (proof required)

Contact number and email address

Selfie / biometric image for liveness 

verification

Required Data — Legal Entities

Registered company name and registration 

number

CIPC registration certificate

Proof of registered business address

Beneficial ownership structure (25% 

threshold)

KYC documents for all directors and UBOs

Tax reference number (SARS registration)



4. Identity Verification

Tipping Money (Pty) Ltd utilises Shufti Pro, a globally recognised AI-powered identity verification 

platform, to conduct automated document verification and biometric authentication. This 

technology enables real-time, accurate verification of user identities while reducing the risk of 

fraudulent onboarding.

Document Verification

Shufti Pro performs automated 

extraction and validation of 

identity documents including 

South African green barcoded 

ID books, smart ID cards, and 

passports. Documents are 

checked for authenticity, 

expiry, and tampering using 

machine learning algorithms 

and cross-referencing against 

authoritative databases.

Biometric Checks and 
Liveness Detection

A mandatory liveness test is 

conducted during onboarding. 

Users are required to perform 

real-time facial recognition 

matching against their 

submitted identity document 

photograph. This prevents the 

use of static images or 

spoofing attempts. Biometric 

data is processed in 

accordance with POPIA 

requirements and is not 

retained beyond the 

verification event.

Database Cross-
Referencing

All verified identity data is 

cross-referenced against the 

Department of Home Affairs 

(DHA) records where 

applicable, as well as against 

international watchlists, 

sanctions databases, and PEP 

registers as part of the 

integrated screening process. 

Verification results are logged 

and retained for audit 

purposes in accordance with 

FICA's five-year record-

keeping obligation.



5. Risk Profiling

Following successful identity verification, each user is assigned a risk rating in accordance with the 

Company's RMCP and FICA's risk-based approach. Risk profiles are determined by analysing a 

range of static and dynamic factors, including the user's geographic location, occupation, source of 

funds, transaction behaviour, and screening results. Risk ratings are reviewed periodically and 

updated upon trigger events.

🟢 Low Risk

Users who present 

verifiable identity 

documentation, operate 

from low-risk 

jurisdictions, have a clear 

and consistent source of 

funds, and demonstrate 

transaction patterns 

consistent with their stated 

profile. Standard Due 

Diligence (SDD) applies. 

Periodic review is 

conducted annually.

🟡 Medium Risk

Users who exhibit one or 

more elevated risk 

indicators, such as 

inconsistent transaction 

patterns, operating in 

moderately high-risk 

sectors, or partial PEP 

association. Standard CDD 

applies with enhanced 

transaction monitoring. 

Reviews are conducted bi-

annually or upon trigger 

events.

🔴 High Risk

Users identified as 

Politically Exposed Persons 

(PEPs), those associated 

with high-risk 

jurisdictions, those with 

adverse media findings, or 

those with unexplained 

transaction anomalies. 

Enhanced Due Diligence 

(EDD) is mandatory. Senior 

management approval is 

required for onboarding. 

Reviews are conducted 

quarterly or upon any 

material change.

High-risk customers may not be onboarded without the express written approval of the 

designated Compliance Officer and senior management, as required under FICA Section 

21C.



6. Sanctions Screening

Tipping Money (Pty) Ltd conducts mandatory sanctions screening against all users at onboarding and 

on an ongoing basis throughout the customer lifecycle. Screening is performed against South African 

designated lists issued by the FIC, United Nations Security Council (UNSC) sanctions lists, OFAC (Office 

of Foreign Assets Control) lists, and the European Union consolidated sanctions register.

Screening is automated via the Shufti Pro platform and supplemented by the Company's internal 

compliance monitoring tools. Any match — whether a confirmed hit or a potential match requiring 

further investigation — is immediately flagged to the Compliance Officer for review and determination.

Ongoing Monitoring Protocol

Daily automated re-screening of all active 

user accounts against updated sanctions 

databases

Immediate account restriction upon 

confirmed sanctions match

Mandatory reporting to the FIC upon 

confirmed designation

No funds may be released from a restricted 

account without FIC and legal authorisation

Screening Databases

FIC South Africa Designated Lists

UNSC Consolidated Sanctions List

OFAC SDN and Consolidated Lists

EU Consolidated Sanctions Register

HM Treasury Financial Sanctions List (UK)

Interpol Notices (where applicable)



7. Politically Exposed Persons (PEP) 
Screening

A Politically Exposed Person (PEP) is an individual who holds or has held a prominent public 

position, or who is a close associate or family member of such a person. In accordance with FICA 

and FATF Recommendation 12, Tipping Money (Pty) Ltd applies enhanced scrutiny to all PEPs and 

subjects them to mandatory EDD prior to and throughout the business relationship.

01

Automated PEP Identification

All users are screened against PEP databases at 

onboarding and continuously thereafter. Shufti 

Pro's integrated PEP screening covers domestic 

South African PEPs as well as foreign PEPs across 

all jurisdictions.

02

Manual Review and Determination

All PEP matches — confirmed or potential — are 

reviewed by the Compliance Officer. A formal 

determination is documented, and the user's 

risk profile is escalated accordingly. The review 

considers the nature of the political role, 

jurisdiction, and recency of the position held.

03

Enhanced Due Diligence Application

Confirmed PEPs are subject to EDD, which 

includes a detailed source of wealth and source 

of funds declaration, senior management sign-

off, and an enhanced transaction monitoring 

regime. All EDD documentation is retained for 

the FICA-prescribed period.

04

Ongoing Re-Screening

PEP status is dynamic. Users are continuously 

re-screened to identify newly appointed PEPs or 

changes in PEP-associated relationships. Any 

change in PEP status triggers an immediate 

review of the user's risk classification and 

applicable due diligence measures.



8. Adverse Media Screening

In addition to structured database screening, Tipping Money (Pty) Ltd conducts adverse media 

screening as a component of its EDD and ongoing monitoring framework. Adverse media refers to 

negative news coverage, regulatory findings, criminal associations, or reputational risks identified 

through open-source and commercial media intelligence sources.

Detection Methodology

Adverse media screening is conducted at 

onboarding for all medium- and high-risk users and 

on an ongoing basis for all active customers. The 

Company utilises automated commercial screening 

tools supplemented by manual searches across 

reputable news sources, court records, regulatory 

announcements, and law enforcement publications. 

Searches are conducted in multiple languages and 

jurisdictions relevant to the user's profile.

All adverse media findings are documented with 

source references, date of publication, and 

relevance assessment. The Compliance Officer 

determines whether findings constitute a material 

risk indicator requiring escalation, risk 

reclassification, or STR submission to the FIC.

Review and Escalation Criteria

Allegations of financial crime, fraud, 

or corruption

Regulatory sanctions or 

enforcement actions

Criminal convictions or pending 

prosecutions

Association with organised crime or 

terrorist networks

Significant reputational risk to the 

Company

Outcome Actions

Risk profile escalation

EDD measures applied or enhanced

Account restriction pending review

STR filed with the FIC where 

warranted



9. Ongoing Monitoring

Tipping Money (Pty) Ltd maintains a continuous, real-time transaction monitoring programme 

across all user accounts and payment flows on the platform. Ongoing monitoring is a statutory 

obligation under FICA and forms an integral pillar of the Company's RMCP. It ensures that user 

behaviour remains consistent with their stated risk profile and declared source of funds 

throughout the lifecycle of the business relationship.

1

Transaction Monitoring

Automated systems analyse transaction 

volumes, frequencies, counterparties, and 

amounts against pre-defined rules and 

thresholds. Alerts are generated for 

anomalous patterns including structuring 

(smurfing), rapid fund cycling, and unusual 

tipping amounts inconsistent with the 

user's profile.

2

Trigger-Based Reviews

Specific events automatically trigger a 

formal account review. These include: a 

sudden spike in transaction volumes, a 

change in user-provided information, a 

new adverse media finding, a sanctions or 

PEP match, receipt of a law enforcement 

enquiry, or internal escalation by platform 

support staff.

3

Periodic Reviews

All accounts are subject to periodic re-

evaluation of their KYC documentation, 

risk profile, and transactional behaviour. 

Low-risk accounts are reviewed annually; 

medium-risk accounts bi-annually; high-

risk accounts quarterly. Reviews are 

documented and retained in the 

compliance record-keeping system.

4

Record Retention

All monitoring records, transaction logs, 

alerts, reviews, and associated 

documentation are retained for a 

minimum of five years from the date of the 

transaction or the termination of the 

business relationship, whichever is the 

later, in compliance with FICA Section 22.



10. Fraud Prevention

Tipping Money (Pty) Ltd has implemented a multi-layered fraud prevention framework to detect, 

contain, and respond to fraudulent activity on the platform. Fraud prevention controls operate in 

conjunction with the Company's AML monitoring systems and are enforced across all user 

segments and transaction types.

1

Detection

Automated fraud detection 

algorithms monitor for 

indicators including account 

takeover attempts, velocity 

abuse, device fingerprint 

anomalies, suspicious IP 

geolocation, duplicate 

identity submissions, and 

abnormal transaction 

patterns. Real-time alerts 

are generated and triaged by 

the compliance and fraud 

team.

2

Blocking

Upon confirmed detection 

of fraudulent activity, 

automated controls 

immediately block the 

implicated transaction. The 

affected user account is 

simultaneously restricted to 

prevent further access 

pending investigation. 

Payment processors and 

banking partners are 

notified where chargebacks 

or fund recoveries are 

required.

3

Escalation

All confirmed fraud 

incidents are escalated to 

the Compliance Officer and, 

where applicable, to senior 

management. A formal 

incident report is prepared 

and retained. Where fraud 

constitutes a predicate 

offence under the 

Prevention of Organised 

Crime Act (POCA) or the FIC 

Act, an STR or SAR is filed 

with the FIC without delay. 

Law enforcement is engaged 

where criminal conduct is 

confirmed.

The Company operates a strict zero-tolerance policy toward fraud. Staff members who 

fail to report known or suspected fraud may be subject to disciplinary action and 

potential criminal liability under applicable South African law.



11. Account Restrictions

Tipping Money (Pty) Ltd reserves the right to restrict, suspend, or terminate any user account where 

compliance or fraud-related concerns are identified. Account restrictions are applied 

proportionately, documented formally, and reviewed within prescribed timelines. Restrictions do 

not constitute an admission of wrongdoing against the user but are a necessary risk mitigation 

measure.

Restriction Process

Immediate system-generated account 

restriction upon trigger event

Compliance Officer notified within one 

business hour

Formal restriction notice issued to user 

within 24 hours (where permissible)

Review completed within five business 

days or as required by law

Account reinstated, suspended, or 

terminated based on review outcome

User Rights During Restriction

Users retain the right to be informed of the 

restriction and, except where prohibited by 

law (e.g. tipping-off provisions under FICA 

Section 29), to understand the nature of the 

concern. Users may submit additional 

documentation to assist in the review process. 

All restriction decisions are reviewed by the 

Compliance Officer and documented in the 

compliance record system.



12. Reporting Obligations

As an accountable institution under FICA, Tipping Money (Pty) Ltd is legally obligated to submit 

specified reports to the Financial Intelligence Centre (FIC). Failure to submit required reports 

constitutes a criminal offence and may result in significant administrative sanctions, including 

substantial financial penalties imposed by the FIC.

Suspicious 
Transaction Reports 
(STRs)

An STR must be filed with 

the FIC where the 

Company knows, suspects, 

or has reasonable grounds 

to suspect that a 

transaction is related to 

money laundering, 

terrorist financing, or 

proceeds of unlawful 

activities. STRs must be 

submitted promptly after 

the suspicion arises. The 

tipping-off prohibition 

under FICA Section 29 

strictly prohibits 

disclosure of an STR to the 

person who is the subject 

of the report.

Cash Threshold 
Reports (CTRs)

A CTR must be submitted 

to the FIC for all cash 

transactions (or series of 

related cash transactions) 

that meet or exceed the 

prescribed threshold of R 

49 999.99. CTRs are filed 

regardless of whether the 

transaction is considered 

suspicious. The Company's 

systems are configured to 

automatically flag 

transactions approaching 

or exceeding this 

threshold.

Terrorist Property 
Reports (TPRs)

Where the Company 

identifies or suspects that 

any property in its 

possession or under its 

control is owned or 

controlled by a designated 

person or entity, or is 

connected to terrorist 

financing, a Terrorist 

Property Report must be 

filed with the FIC 

immediately. No dealings 

may occur with such 

property pending 

authorisation from the FIC 

and relevant authorities.

All FIC reports are submitted via the FIC's secure online reporting platform (goAML). The 

designated Compliance Officer holds responsibility for all statutory reporting functions. 

Records of all submitted reports are retained for five years in accordance with FICA 

Section 22.



Contact Details

For all compliance, verification, or regulatory enquiries, please contact Tipping Money (Pty) Ltd 

through the following channels. Our compliance team is available during standard South African 

business hours.

Tipping Money (Pty) Ltd

Telephone: 011 362 1001

Email: support@tipping.money

Website: www.tipping.money

Physical Address

1 Serengeti Boulevard

The Lakes 3201

Kempton Park

1619

Compliance Officer

All formal compliance enquiries, data access 

requests under POPIA, and FIC-related 

correspondence should be directed to the 

designated Compliance Officer via the contact 

details provided. The Compliance Officer is 

responsible for overseeing all obligations 

imposed on Tipping Money (Pty) Ltd as an 

accountable institution under FICA and 

applicable South African law.

This policy is subject to periodic 

review and update to ensure 

continued alignment with legislative 

amendments, FIC guidance notes, 

and evolving best practice standards. 

The most current version of this 

policy supersedes all previous 

versions.
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