Tipping Money Privacy and Data
Protection Policy (POPIA)

EFFECTIVE POLICY DOCUMENT ‘ POPIA COMPLIANT ‘

This Privacy and Data Protection Policy governs how Tipping Money (Pty) Ltd collects, processes,
stores, and protects the personal information of its users and stakeholders in full accordance with
the Protection of Personal Information Act 4 of 2013 (POPIA) and all applicable South African data
protection legislation. This document is intended for users of the Tipping Money platform, business

partners, and regulators conducting compliance reviews.



1. Introduction

Tipping Money (Pty) Ltd is a South African financial technology company that provides digital tipping

and payment solutions, enabling individuals and businesses to send, receive, and manage gratuity

payments through a secure, regulated platform. Tipping Money operates as a payment facilitator,

partnering with licensed financial institutions and payment processors to deliver seamless

transaction experiences to its users.

We are deeply committed to protecting the privacy and personal information of every individual who

interacts with our platform. We recognise that the responsible handling of personal information is

fundamental to earning and maintaining the trust of our users, partners, and regulators. This

commitment is not merely procedural — it is a core organisational value embedded in every aspect of

how we design and operate our services.

POPIA Compliance Regulatory Alignment
All processing activities Tipping Money aligns with
conform to the Protection FICA, the National Credit
of Personal Information Act Act, and all directives

4 of 2013, including the issued by the Information
eight conditions for lawful Regulator of South Africa.
processing.

User-First Approach

We process only the
minimum personal
information necessary to
deliver our services and
fulfil our legal obligations,

ensuring proportionality at

all times.
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2. Personal Information Collected

Tipping Money collects personal information that is adequate, relevant, and not excessive in
relation to the purposes for which it is processed. The categories of personal information we collect
are set out below. We collect this information directly from users during registration and
onboarding, through the use of our platform, and automatically through technical systems during

your interaction with our digital services.

Identity Data

Full legal name, date of birth, South

African identity number or passport

number, gender, nationality, and copies of

government-issued identity documents as

required for Know Your Customer (KYC)

verification purposes under FICA.

Transactional Data

Payment records, transaction amounts,

timestamps, sender and recipient details,

bank account information, and wallet
balances associated with activity
conducted through the Tipping Money

platform.

Contact Data

Email address, mobile telephone number,
residential or business address, and any
other contact information provided
during registration or subsequent account

management activities.

Device and Session Data

[P addresses, browser type and version,
device identifiers, operating system
information, session duration, pages
visited, clickstream data, and geolocation
data where applicable and consented to

by the user.



3. Purpose of Processing

Tipping Money processes personal information only for specific, explicitly defined, and lawful purposes.
We do not process personal information in a manner that is incompatible with the purposes for which it
was originally collected. The following outlines the primary purposes for which personal information is

processed on our platform.

User Transaction Fraud Regulatory
Onboarding Processing Prevention Reporting

During onboarding, personal information is used to verify user identity, assess eligibility for our services,

and establish a compliant account in accordance with FICA obligations. Transaction processing requires

the use of financial and identity data to execute payment instructions accurately and securely. Our fraud

prevention systems continuously monitor transactional behaviour to detect anomalies and protect users
from unauthorised activity. Finally, regulatory compliance mandates that we retain and report certain

information to relevant authorities, including the Financial Intelligence Centre, as required by applicable

law.
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4. Legal Basis for Processing

Tipping Money relies on one or more recognised lawful grounds for processing personal

information as prescribed under POPIA. We do not process personal information unless a valid

legal basis exists. The three principal legal bases applicable to our operations are described below.

Consent

Where required by POPIA, we
obtain the voluntary, specific,
and informed consent of data
subjects prior to processing
their personal information.
Users may withdraw consent at
any time, subject to any legal
obligations that require us to

continue processing.
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Contractual Necessity

Much of the personal
information we process is
necessary for the performance
of the contract between
Tipping Money and the user.
Without this processing, we
would be unable to provide
the services agreed upon
during registration and

onboarding.

)
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Legal Obligation (FICA)

As a payment facilitator
operating in South Africa,
Tipping Money is subject to the
Financial Intelligence Centre
Act (FICA). We are legally
required to collect, verify, and
retain certain personal
information as part of our
customer due diligence and
anti-money laundering

obligations.




5. Data Sharing

Tipping Money shares personal information only with third parties who are strictly necessary for

the delivery of our services or where we are required to do so by law. All third-party service

providers are subject to binding data processing agreements that require them to process personal

information solely for the purposes authorised by Tipping Money and in compliance with POPIA.

®S

Nedbank

Our sponsoring bank partner. Personal and
transactional data is shared to facilitate

payment settlement, compliance oversight,
and regulatory reporting as required under

the bank's licence conditions.
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Shufti Pro

Our KYC verification provider receives
identity documents and biometric data
solely for the purpose of verifying user
identity in compliance with FICA customer

due diligence requirements.

Peach Payments

Our payment gateway provider processes
transactional and financial data necessary
to authorise, process, and reconcile
payments made through the Tipping Money

platform.

Regulators

We may be required to disclose personal
information to the Financial Intelligence
Centre, the South African Revenue Service,
the Information Regulator, or law
enforcement authorities where compelled

by law or court order.

/\ Tipping Money does not sell, rent, trade, or otherwise commercialise the personal

information of its users under any circumstances. Personal data is never shared for

marketing purposes by third parties without explicit consent.



6. Data Security

Tipping Money implements comprehensive technical and organisational security measures

designed to protect personal information against loss, unauthorised access, disclosure, alteration,

or destruction. Our security framework is reviewed and updated regularly to address evolving

threats and to align with industry best practices applicable to regulated financial technology

environments in South Africa.

Our Security Commitments

We adopt a defence-in-depth approach,
layering multiple security controls across all
systems that store or transmit personal
information. All security incidents are
investigated and, where required, reported to
the Information Regulator within the

timeframes prescribed by POPIA.

Technical Safeguards

TLS Encryption: All data transmitted
between users and our platform is
encrypted using Transport Layer Security
(TLS 1.2 or higher), preventing interception

during transit.

Access Controls: Role-based access
controls ensure that only authorised
personnel may access personal
information, and access logs are

maintained and audited regularly.

Secure Cloud Infrastructure: Our platform
is hosted on enterprise-grade cloud
infrastructure with ISO 27001-aligned
security certifications, including physical
access controls, redundancy, and

continuous monitoring.

Data Minimisation: We apply data
minimisation principles to ensure that
personal information is only accessible to

those with a legitimate operational need.



7. Data Retention

Tipping Money retains personal information only for as long as is necessary to fulfil the purposes

for which it was collected, or as required by applicable South African law. We do not retain

personal information beyond the periods specified below unless we are subject to an ongoing legal

obligation, regulatory investigation, or dispute resolution process that requires extended retention.

Active Account Period

Personal information is retained
throughout the duration of the user's
active relationship with Tipping
Money, including any periods of
account dormancy where the account

remains open.

Secure Disposal

Upon expiry of the applicable
retention period, personal
information is securely destroyed or
de-identified using industry-standard
methods that render the data

irreversible and non-reconstructable.

FICA Minimum Retention (5
Years)

In accordance with the Financial
Intelligence Centre Act, Tipping
Money retains all customer due
diligence records, transactional
records, and KYC documentation for a
minimum period of five (5) years
following the termination of the
business relationship or the

completion of the transaction.

® All retained data is stored in encrypted, access-controlled environments. Physical and

digital destruction records are maintained in accordance with our internal data lifecycle

management policy.



8. User Rights

In terms of POPIA, data subjects have specific rights with respect to their personal information.
Tipping Money is committed to upholding these rights and has established procedures to ensure
that requests are handled in a timely, transparent, and lawful manner. All rights requests should be

submitted in writing to our Information Officer using the contact details provided in this policy.

1 Right of Access 2 Right to Correction 3 Right to Deletion

You have the right to
request confirmation of
whether Tipping Money
holds personal
information about you,
and to obtain a copy of
that information. We
will respond to access
requests within a
reasonable period and
in the format
prescribed under
POPIA. A prescribed fee
may be charged in
accordance with the
Promotion of Access to
Information Act (PAIA).

If you believe that any
personal information
held by Tipping Money

Is inaccurate,

incomplete, misleading,

or out of date, you have
the right to request that
we correct, update, or
supplement such
information. We will
action valid correction
requests promptly and
notify any third parties
to whom the incorrect
information was

previously disclosed.

(Where Applicable)

You may request the
deletion or destruction
of your personal
information where it is
no longer necessary for
the purposes for which
it was collected and
where no legal
obligation requires its
continued retention.
Please note that
requests for deletion
may be declined where
Tipping Money is
subject to FICA
retention obligations or
other statutory duties
that mandate
continued storage of

the relevant data.



9. Cookies and Tracking

Tipping Money uses cookies and similar tracking technologies on its website and digital platform to

enhance user experience, maintain platform security, and gather analytical insights that inform the

improvement of our services. This section explains the types of tracking technologies we deploy

and the purposes for which they are used.

Analytics Cookies

We use analytics tools to collect aggregated,
anonymised data about how users interact
with our platform. This includes pages visited,
session duration, navigation paths, and device
type. Analytics data helps us understand usage
patterns and improve platform functionality
and user experience. Where analytics
providers process personal information on our
behalf, they do so subject to strict data

processing agreements.
Security Tracking

Certain cookies and session tokens are
essential to the security and integrity of our
platform. These technologies authenticate user
sessions, detect suspicious activity, prevent
cross-site request forgery, and protect against
unauthorised access. Security cookies are
strictly necessary and cannot be disabled

without impairing the security of the platform.

Cookie Consent

Where cookies are not strictly necessary for
the operation or security of the platform,
Tipping Money will seek your consent before
placing them on your device. You may
withdraw cookie consent or manage your
cookie preferences at any time through your
browser settings or our cookie preference

centre.

Third-Party Cookies

Tipping Money does not permit third-party
advertisers to place tracking cookies on our
platform. Any third-party services integrated
into our platform that use cookies are listed
in our Cookie Schedule, which is available on

request from our Information Officer.




10. Policy Updates

Tipping Money reserves the right to update, amend, or replace this Privacy and Data Protection

Policy from time to time to reflect changes in applicable legislation, regulatory guidance, business

operations, or technological developments. We are committed to ensuring that our policy remains

accurate, current, and fully compliant with POPIA and all other relevant South African data

protection requirements at all times.
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Review and Amendment

Material changes to this policy are reviewed and
approved by the Information Officer prior to
publication. Non-material administrative

updates may be made without formal internal

User Notification

Where changes are material and affect the
rights of data subjects or the manner in which
personal information is processed, Tipping

Money will notify registered users via email or

review. in-platform notification at least 30 days prior to
the changes taking effect.
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Publication Continued Use

The most current version of this policy will
always be accessible on our website at
www.tipping.money. The effective date
displayed at the top of the policy will be updated
to reflect the date on which the most recent

version came into force.

Your continued use of the Tipping Money
platform following the effective date of any
policy update constitutes your acknowledgment
of and agreement to the revised terms of this

policy, to the extent permitted by applicable law.

[J Users who do not agree with a material policy update may exercise their right to close

their account and request deletion of their personal information, subject to applicable

FICA and legal retention obligations.



Contact Details and Information Officer

In terms of POPIA, Tipping Money has designated an Information Officer who is responsible for

overseeing compliance with this policy and the Protection of Personal Information Act 4 of 2013.

The Information Officer is the primary point of contact for all data subject rights requests,

complaints, queries relating to the processing of personal information, and regulatory

correspondence. All requests must be submitted in writing and will be acknowledged within five (5)

business days of receipt.

B Registered Office Telephone

1 Serengeti Boulevard 011 362 1001

The Lakes 3201 ER Email

Kempton Park

1619 support@tipping.money
South Africa ) Website

[l Information
Regulator

If you are not satisfied
with Tipping Money's
response to your request
or complaint, you have the
right to lodge a complaint
with the Information
Regulator of South Africa
at inforeg.org.za or by
calling 010 023 5207.

© This policy is effective as published on www.tipping.money and supersedes all prior

versions. Tipping Money (Pty) Ltd is committed to continuous improvement of its privacy

practices in accordance with South African law.


mailto:support@tipping.money
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Policy Summary at a Glance

The following summary provides a concise reference to the key commitments and principles
contained in this Privacy and Data Protection Policy. This summary does not replace the full policy

and should be read in conjunction with all sections above.

We Collect Only What We Never Sell Your We Secure Your

Is Necessary IDELF] Information

Identity, contact, Personal information is TLS encryption, role-based

transactional, and device never sold, rented, or access controls, and

data — collected for commercialised. Sharing is enterprise cloud

specific, lawful purposes limited to regulated infrastructure protect all

only. service partners and legal personal data at rest and in
requirements. transit.

We Retain Only as Required You Have Rights

Minimum 5-year retention under FICA. Access, correction, and deletion rights are

Secure disposal upon expiry of legal available. Contact our Information Officer at

retention obligations. support@tipping.money to exercise your

rights.

Tipping Money (Pty) Ltd is committed to processing your personal information lawfully, fairly,
and transparently — in full compliance with the Protection of Personal Information Act 4 of
2013.




